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		In a nutshell…

	Strong, holistic and broad Technical / Solution / Enterprise Architect
CLOUD · CYBER · AI




	
	Contact Information 

		· Phone: +44 (0)7745 856 004 
· Email: garywillock@hotmail.com 
· Online CV: https://www.garywillock.co.uk (extended / complete CV here)
· LinkedIn/Portfolio: https://www.linkedin.com/in/gary-willock/ 
· New Venture: www.neurasec.co.uk – Focused on Secure AI Adoption and AI for Cyber Security







	
	Professional Profile

	
	Abstract 
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	Dynamic technology leader with 20+ years of hands-on IT experience, spanning coding complex Azure environments to authoring and presenting strategies, business cases, and roadmaps to global executive boards. Distinguished by seamless operation at every level, from building secure, scalable systems in the trenches to bridging gaps between network experts, DBAs, developers, infrastructure teams, security specialists (technical and GRC), architects, business analysts, and all other roles, demonstrating strong Technical Architect capabilities with hands-on delivery, alongside Solution Architect and Enterprise Architect expertise.
Experienced across virtually any tech project, including early cloud migrations (pioneering Azure Classic and cloud web filtering for local authorities before "cloud" was mainstream) and leading multi-million-pound transformations in cyber security, AI/ML platforms, and enterprise data architectures. Specializes in Cloud (10+ years in Microsoft Azure and M365 Modern Workplace), Cyber (CISSP, Microsoft Security including Defender, Sentinel, API, and Front Door), and AI (design, implementation, and secure adoption of AI/ML systems). Always at the forefront of innovation, with the last 18 months focused on immersion in Data and AI, including building research labs and launching www.neurasec.co.uk to advance secure AI adoption and AI-powered cyber security.
Passionate about IT's transformative impact on businesses, excels in tackling big, complex projects; fixing, optimizing, and innovating across people, processes, and technology. Unique blend of depth, breadth, and leadership positions as pivotal in navigating AI's reshaping of every IT and business domain.

	Certifications and Core Skills

	Certifications: CISSP, Certified Azure Architect, TOGAF v8, ISO27001 Auditor, BSc (Hons) First Class in Business Information Systems, Previously SC Cleared (expired).
Technical Expertise: Cyber Compliance, Artificial Intelligence, Azure Cloud Services (10+ years), M365 Modern Workplace (SharePoint, Teams), CoPilot, Microsoft Security (Defender, Sentinel, API, Front Door), Cyber Security Architecture, AI / ML Design & Implementation, Cloud Data Management (Fabric, Power Platform, ETL, Data Lakes, Analytics, BI), Enterprise Data Architecture (medallion /Lakehouse), Data Governance (Microsoft Purview), Metadata & Master Data Management, Real-time Integration & Analytics. Enterprise & Solution Architecture.
Leadership & Soft Skills: People Management, Stakeholder Engagement (C-suite to technical teams), Programme Delivery, Agile/DevOps, Business Case Development (£5m+ investments secured).
Unique Edge: Full-stack versatility – code it, architect it, secure it, strategise it, and sell it to the board. Early adopter mindset with proven foresight in cloud and AI.









	

	

		Detailed History

		Nuerasec.co.uk
	Director

	Founder and Principal AI Architect
	March 2025 – Date 

	
· Founded consultancy specialising in Secure AI Adoption, AI for Cyber Security, and strategic AI empowerment for businesses. 
· Delivered Data and AI Adoption Roadmaps, Strategies, and Implementation for component engineering firm and SME accountancy practice, incorporating Microsoft Fabric and Purview tools. 
· Conducted comprehensive Data Management Strategy Reviews, including technology topology, processes, data classification, lineage, sensitivity labelling, and Insider Risk Management. 
· Immersed in AI trends over 18 months, bridging AI/ML across IT domains for innovative, secure solutions and enterprise transformations.


	Magma Cloud Limited
	Director

	Founder and Principal Cloud / Cyber Security Architect  
	June 2015 – Date 

	
Founded and built a consultancy serving Local Government, NHS, Automotive, Fellow IT Consultancies, Higher Education, Retail, and Financial Services. Delivered enterprise-level transformations with a focus on cloud, cyber security, data and emerging AI. Contractual engagements have included:

Enterprise Architect - Liverpool City Region Combined Authority (Sep 2024 – Dec 2025)

· Architected enterprise Microsoft Fabric Data & AI platform using Medallion Lakehouse, workspaces, One Lake governance, and Purview for catalogue, classification, lineage, and labelling. 
· Designed data governance framework with metadata management, quality standards, MDM, and stewardship via Purview/Fabric tools; established unified strategy for real-time analytics and reporting. 
· Defined information flows, semantic layers, and integrations across Fabric, Power BI, on-prem systems, and APIs; authored Core Technology and Cyber Security Strategies as IT pillars. 
· Created and Established a Cloud Centre of Excellence; introduced DevOps/Agile; delivered stable CAF-aligned Azure environment and multi-million-pound cloud transformation business cases. 
· Architected and modernised cyber security estate, tendering for new MDR/SOC, and architecting movement to modern, converged SASE/SSE. 
· Authored/managed RFI/ITT for managed cyber services; supported CTO reorganizations and data centre strategy reviews.
Solution Architect - Manchester Metropolitan University (Sep 2022 – Sep 2024) 

· Lead Architect for national award-winning Data-driven AI/ML Cloud Research Platform; initiated 18-month AI deep-dive. 
· Supported Student Journey Transformation by designing enterprise integration/data architecture unifying 30+ sources via Azure Service Bus, API Management, Logic Apps, and Function Apps. 
· Conducted in-depth cyber security and data management reviews; defined £5m+ investment priorities. 
· Revived stalled Azure migration achieving 80% cloud shift in 6 months; designed CAF-aligned Landing Zones, Azure VMware Solution, and vSAN infrastructure. 
· Mentored teams; developed migration runbooks and Phase 2 roadmaps for PaaS and Azure Native services.
Enterprise Architect - JATO Dynamics (Mar 2022 – September 2022) 

· Reviewed and road mapped Enterprise Architecture function; assisted recruitment of new team.
· Designed and implemented a greenfield enterprise data platform on Azure including Data Lake Gen2, Delta Lake, Synapse Analytics, serverless SQL pools, and Power BI Premium for a global data-centric automotive intelligence business. 
· Delivered end-to-end modern data architecture with automated ETL/ELT pipelines, data quality gates, metadata management, and full lineage tracking across petabyte-scale datasets. 
· Integrated Dynamics 365 Finance & Operations, external vendor feeds, and legacy SQL systems into a unified analytics and reporting platform, enabling real-time pricing, market intelligence, and predictive modelling for 100+ markets. 
· Established data governance practices, catalogue, and master data management for vehicle specification and pricing data used by major OEMs worldwide.
Enterprise Architect - University of Leeds (Oct 2020 – Mar 2022) 

· Served dual roles as Cyber Security Enterprise Architect and Enterprise Architect; led multi-million-pound cyber transformation program, implementing EDR, AM, SWG, PAM, and IDAM services. 
· Developed delivery/resourcing plans across teams; owned SOC/MSS tender process, including vendor onboarding and coordination. 
· Chaired university-wide Design Authority board; established and evangelised Enterprise Architecture principles for alignment and best practices. 
· Secured/optimized Azure and M365 services (£2m+ annual spend); focused on cloud security architecture and hybrid cloud for sensitive research. 
· Reset stalled cloud migration via process/people/architecture changes; proposed/recruited for Cloud Centre of Excellence (CCoE). 
· Developed data storage/lifecycle/compliance strategies (7 PB+ data); standardized against Microsoft Enterprise Scale Framework; maximized vendor value.
Technical Architect - Manchester Metropolitan University (Jan 2020 – Oct 2020) 

· Hands-on technical role stabilising and optimising rapidly grown Azure cloud service lacking standards; ultimately standardised and optimised £20m+ investment. 
· Supported large agile project on Data Management and Integration; established secure application development and integration platform. 
· Introduced advanced cognitive services and knowledge base (KB) based bot for interactive web chat to help answer and deal with "Clearing" process. 
· Trained/mentored teams on modern cloud transition; collaborated with development teams for seamless adoption. 
· Developed Windows Virtual Desktop PoC to support agile working during COVID.
Enterprise Security Architect - SOCITM / Birmingham City Council (Mar 2019 – Jan 2020) 

· Delivered 5- and 10-year comprehensive cyber roadmap for Commonwealth Games and the exit from long term managed services contract.
· Aided in selection and recruitment of new Cyber Security function. 

Enterprise Architect - Insight Services (Oct 2015 – Oct 2019) 

· Operated into VP level in $6bn+ global services company; reported to EMEA Leadership to drive reseller-to-services transformation; defined/engineered roadmap for cloud and cyber security packaged offerings. 
· Provided strategic technical consultancy across levels (EMEA President to delivery teams); collaborated with sales leaders/clients to capture needs, demand, and market opportunities. 
· Enabled sales/technical teams via training programs and mentoring; fostered skills alignment with emerging service portfolios. 
· Developed repeatable, scalable packaged services for Hybrid Cloud, Modern Workplace, and IT Security; ensured market differentiation and client alignment. 
· Partnered with vendors (Microsoft, Cisco, VMware, Symantec) and delivery partners; standardized portfolios across EMEA/global teams for innovation and scalability. 
· Refined go-to-market strategies with sales/marketing/training; supported pilot deliveries, iterations, and rollouts; defined commercial targets/business plans; led major Azure cloud transformation for automotive client (750+ servers migrated, DevOps/containers/APIs/serverless/CI/CD/CosmosDB introduced).
Solution Architect - Co-operative Group (Jun 2015 – Oct 2015) 

· The Co-operative bank was separating from the rest of the group (Funeral Care, Retail, Insurance, etc.) and taking a large element of the technical security services with them. I was engaged to help develop a technical investment roadmap for ICT security services, working across all internal groups/teams to ensure a joined-up vision for how security services would be developed and sustained. The roadmap was fully documented, agreed and signed off by senior management teams within a 3 month period.  


	British Telecom (BT Lancashire Services Limited) 
	Full Time

	Head of Information Security 
	November 2013 – June 2015
 

	As Head of Information Security, led a team of specialists to drive strategic transformation and compliance for the BT/Lancashire County Council partnership.

· Owned ISMS delivery, achieving ISO27001 readiness and PSN accreditation.
· Provided architectural leadership for SIA Data Centre Migration; defined security roadmaps for transformation and growth.
· Managed suppliers and conducted gap/risk assessments; acted as ICT leadership interface for customers and BT commercial teams.


	British Telecom Global Services (One Connect Limited) 
	Full Time

	Enterprise Architect / Solution Architect Lead
	April 2011 – November 2013
 

	As Enterprise Architect/Solution Architect Lead, provided direct line management and strategic oversight for infrastructure teams.
· Managed Solution Architects, Service Designers, and TDAs; identified £1m+ direct savings and £10m+ annual efficiencies.
· Defined ICT shared services agenda with multiple organizations; aligned technical and business strategies.
· Produced technical roadmaps; governed large proposals.

	
Liverpool Direct Limited, Liverpool, England
	
Full Time

	Senior Solution Architect Function Lead
	September 2009 – April 2011


	Managed major ICT investments and led high-profile projects with strategic oversight.
· Managed and prioritised £3m annual ICT investment budget, prioritising business-aligned investments.
· Led £14m Building Schools for the Future project, managing a virtual team of 15 to deliver on time and budget.
· Established architecture frameworks; resolved escalated issues and drove strategic alignment.
· Built supplier relationships (Microsoft, EMC) to enhance value; ensured service quality exceeded expectations.

	Liverpool Direct Limited, England
	Full Time

	Solution Architect
	January 2007 – September 2009


	Managed critical infrastructure and drove innovative technical implementations.
· Managed AD, Exchange, SQL, and infrastructure for 7,500+ users; optimised web hosting (SiteMorse award).
· Implemented virtualization (250+ servers on VMware); integrated Government Connect SSO.
· Delivered web hosting, security, and firewall infrastructure for 50,000 Stockport education users.

	Liverpool Direct Limited, England
	Full Time Role

	Senior Systems Engineer
	October 2005 – January 2007


	· Managing Active Directory, Exchange, SQL, Server and Desktop Infrastructure for over 7500 corporate users
· Managing and providing WAN, LAN and Internet Services to over 75,000 users
· Key involvement in implementation of multi-million-pound Internet, Hosting and security initiative.
· Directly responsible for Managing, monitoring, securing and optimising Liverpool City Council Web Hosting Services (led to SiteMorse award for performance)
· Directly responsible for Liverpool City Council integration with Government Connect Single Sign On initiative. (Government Gateway)
· Directly responsible for Firewall, Proxy and Application Presentation devices and configuration.
· Directly involved in implementing Web Hosting, Internet Security, Mail Filtering and Firewall infrastructure for 50,000 Stockport education users.
· Directly involved in introduction of Virtualisation implementation (250+ servers virtualised on VMWare)
· Directly responsible for introduction/implementation of enhanced SQL clusters for database management


	Early Career (2003–2005)
· Self-Employed Contractor: Delivered ICT refreshes and web projects for clients like Rapid Precision Engineering.
· Network Partners Ltd: Managed AD, Exchange, SQL, and CRM systems; provided support for managed services.

	
	

	







	
	Formal Education

		2000 to 2003
	First Class BSc Honours Degree  - “Business Information Systems”
Edgehill University/Lancashire University, Lancashire, England.

	1999 to 2000
	Access to Higher Education (Adult Student of the Year)
Hugh Baird College, Bootle, Liverpool

	1988 to 1993
	10 GCSE’s (including C+ in English, Maths and Science)
Maghull High School, Maghull, Liverpool, England







	Activities and Interests

		Family
	I have 3 young children of school age, and there is nothing more important to me in the world than having fun with them.

	Sport
	I enjoy any sport, with Football being my favourite. I am an ardent follower Everton Football Club.

	Reading
	I am an avid reader of both vocational and none vocational titles, recent vocational books and interests have included 'The Phoenix Project (DevOps)", Kanban, Agile Methodology, Visible Ops, and the 7 Habits of highly successful people.   

	Walking and Weights
	Outdoor walking with is my ultimate method of unwinding, but I also enjoy basic weight lifting in the gym. 
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